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DHL Delivery Alert

DHL Express Service [expservices@dhl.com)
Mon 3/28/2016 9:14 AM
undisclosed-redpients:

| Message F document pdf (1).htm (262 KE)

=L
DHL Capability Tool

Dear Valued Customer,

Woe have forwarded the scan copies of

The original copies have been shipped I:Ol
L+

From: DHL Express [eeb8fu@virginia.edu]

working days.

View the scan copies of your shipping Subject: Late delivery for your (shipping Documents)
and also confirm your delivery addres
DHL WorldWide Delivery N
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Message has a suspicious part : NEW ORDER (TO DURBAN)

mahmoued elbaz [hustara@gmail.com)
Tue 5/31/2016 3:11 PM
undiscosed recpients:

-} Message | SBNEW ORDER (TO DURBAN].ace (1 M8)

FYI
Dear Sir,

Find attach new arrivals for our market.
Kindly quote you be FOB Durban and include delivery time

Please need your quick comply.

Regards
I Marcelo Morales

- e

’mwoeomaowmmm mamm«m
fie Commands Tooly Favgrites Optiogs uap

;owmws@m®ﬂ

EtractTo  Test Find Wizard Info | ViewsS

|89 Total 1,769,454 bytes in 1 file

m ‘ NEW ORDER (TO DURBAN).ace - solid ACE archive, unpacked sae 1,769,458 byte ~
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URGENT ATTN:common@nsshipmgt.com

Office Mail 365 [support_no_reply@office365.com]
Sent: Tue 5/17/2016 11:43 AM
To:

You have (7) incoming e-mail pending and currently withheld by our sub-
station due to e-mail/password server Authentication.

| [ |
—_—
N
- .

Click the link below to verify your email account ldentity.

erify Your Email Address

Failure to verify your email and password will result to email system failure
and you will not be able to receive more mails henceforth.




5128 He (Ransomware)

s EEFEBEARNEREN T EUERE > BlaEE N EREZEIT > BB
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L E RS S LB EE 2 - BRI EEHMEESRA B B E
P o BERSEE 1] 5E DA F-ES AR ZE RCRL > B FERF WindowsHY {5 A2
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B8] Accrual List - 0807 | 48msTpexfd.mbdb
B8] Accrual List - 0808 V2 | | 241 cgb
@Accrual List - 0809 || b50uwl52g.sal6x
B3 Accrual List -0803 V2 L dyaaZt.wd5x

R HELP_YOUR_FILES

@.ﬁccrual List -0804
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| whguv48f2
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R HELP_YOUR_FILES
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BIEUHEE H f£ “HELP_YOUR FILES.PNG”

What happened o your fles?
All of your Sles were protected by 3 strong encryption with RSA-2048 using CryptoWall
More information about the encryplion keys using RSA-2048 can be found here: hitp Ven wikipe dia oraWIKRSA (cryplosystem)

What does this mean?

This means that the structure and data within your files have been irrevocadly changed, you will not be abie 1o work
with them, read them or see them, it is the same thing as 10sing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our senver was generated the secret key palr RSA-2048 - public and private

All your files were encrypted with the public key, which has been transferred 10 your computer via the Internet

Decrypting of your files (s only possible with the help of the private key and decrypt program, which IS on our secret server
What do l1do?

Alas, if you do not take the necessary measures for he specfied time then the conditions for obtaining the private key will be changed.
I you really value your data, then we suggest you do not waste valuable ime searching for other solutions because they do not exist

For more specific instructions, please visit your personal home page, there are a few different addrasses pointing 10 your page below

1. 3wznSp2yiumh7ak j.payparinerstodo.com/ceahY?
2. 3wznSpl2ylumh?ak j.allepohelpto,com/ceahy?

3. 3wznSp2

p2ulumh7ak j.barklpaypartiners.com/ceahy?

4. JwznSp2ylumhTak | .maverickpaypartiners.com/ceahy?

¥ for some reasons the addresses are not availadle, follow these steps

1. Download and install tor-browser. hitp Awww lorproiect ccgiproiectsforbrows erhtmi on
2. ARer a successiul Instalialion, run the browser and walt for inibalization

3. JeenSplutunih7ak § onton/ceany7 «Type in the address bar

4 Foliow the instructions on the site
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